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https://level-up.cc/before-an-event/preparing-sessions-using-adids/
https://level-up.cc/
https://ssd.eff.org/
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https://securityinabox.org/en/
https://holistic-security.tacticaltech.org/
https://digitalfirstaid.org/en/index.html
https://gijn.org/digital-security/
https://gcatoolkit.org/journalists/
https://secfirst.org/
https://www.frontlinedefenders.org/en/digital-security-resources
https://duckduckgo.com/
https://www.malwarebytes.com/
https://www.avira.com/
https://www.avast.com/
https://virustotal.com/
https://brave.com/
https://www.mozilla.org/en-US/firefox/new/
https://www.mozilla.org/en-US/firefox/new/
https://www.eff.org/https-everywhere
https://adblockplus.org/
https://keepassxc.org/
https://authy.com/
https://youtu.be/F7pYHN9iC9I
https://aesencryption.net/
https://aescrypt.com/
https://torproject.org/
https://www.tunnelbear.com/
https://www.psiphon3.com/
https://veracrypt.fr/
https://www.bleachbit.org/
https://ccleaner.com/recuva
http://exif.regex.info/
https://duplicati.com/
https://www.openpgp.org/
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https://mailvelope.com/
https://www.thunderbird.net/
https://signal.org/
https://wire.com/
https://briarproject.org/
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1. Perangkat Asesmen: Google Forms atau Survey
Monkey (contoh form bisa dilihat di tautan

berikut https://forms.gle/

GbHPbdtgpXD9AX9w9

2. LMS: Google Classroom, Moodle, Canvas.

3. Virtual Meeting: Zoom, Google Meet, Big Blue

Button.

4. Presentasi: Google Slide, Jamboard.

5. Penugasan dan Kolaborasi: Jamboard, Miro,

Padlet.

60 Menit 

• https://internews.org/

• https://engagemedia.org/

https://forms.gle/GbHPbdtgpXD9AX9w9
https://forms.gle/GbHPbdtgpXD9AX9w9
https://internews.org/
https://engagemedia.org/
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https://holistic-security.tacticaltech.org/
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https://ssd.eff.org/en/module/your-security-plan
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https://coconet.social/digital-hygiene-safety-security/
https://coconet.social/digital-hygiene-safety-security/




1. Bagaimana internet bekerja

2. Transfer data dari satu titik ke titik lainnya

3. Aktor-aktor yang terlibat

4. Risiko bekerja dengan internet

Keamanan dasar router (basic router security)
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https://academind.com/tutorials/how-the-web-works/
https://academind.com/tutorials/how-the-web-works/
https://www.youtube.com/watch?v=7_LPdttKXPc
https://vahid.blog/post/2020-12-15-how-the-internet-works-part-i-infrastructure/
https://vahid.blog/post/2020-12-15-how-the-internet-works-part-i-infrastructure/
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https://brave.com/
https://www.mozilla.org/
https://www.eff.org/https-everywhere
https://duckduckgo.com/
https://adblockplus.org/
https://level-up.cc/curriculum/safer-browsing/
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https://aesencryption.net/
https://aescrypt.com/
https://torproject.org/
https://www.tunnelbear.com/
https://engagemedia.org/tunnelbear
https://www.psiphon3.com/
https://www.f-secure.com/en/home/articles/6-things-to-consider-when-choosing-a-vpn
https://www.f-secure.com/en/home/articles/6-things-to-consider-when-choosing-a-vpn
https://engagemedia.org/2021/indonesia-vpn/
https://www.eff.org/pages/tor-and-https








1. https://www.malwarebytes.com/ Malware

removal tools

2. https://www.avira.com/ Free/paid antivirus

3. https://www.avast.com/ Free/paid antivirus

4. https://virustotal.com/ Online malware

scanner

5. https://level-up.cc/ curriculum/malware-

protection 

https://www.malwarebytes.com/
https://www.avira.com/
https://www.avast.com/
https://virustotal.com/
https://level-up.cc/






• https://keepassxc.org/ Opensource password

manager

• https://authy.com/ 2FA app and guides

• https://ssd.eff.org/en/module/creating-strong-
passwords

https://keepassxc.org/
https://authy.com/
https://ssd.eff.org/en/module/creating-strong-passwords
https://ssd.eff.org/en/module/creating-strong-passwords
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https://www.openpgp.org/
https://mailvelope.com/
https://www.thunderbird.net/
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https://veracrypt.fr/
https://cryptomator.org/
https://www.bleachbit.org/
https://ccleaner.com/recuva
http://exif.regex.info/
https://ssd.eff.org/en/module/why-metadata-matters
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https://duplicati.com/
https://www.duplicati.com/articles/Getting-Started/
https://www.duplicati.com/articles/Getting-Started/
https://support.microsoft.com/en-us/windows/backup-and-restore-in-windows-10-352091d2-bb9d-3ea3-ed18-52ef2b88cbef
https://support.microsoft.com/en-us/windows/backup-and-restore-in-windows-10-352091d2-bb9d-3ea3-ed18-52ef2b88cbef
https://support.microsoft.com/en-us/windows/backup-and-restore-in-windows-10-352091d2-bb9d-3ea3-ed18-52ef2b88cbef
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https://youtu.be/F7pYHN9iC9I
https://level-up.cc/curriculum/social-media-safety/
https://www.webroot.com/us/en/resources/tips-articles/what-is-social-engineering
https://www.webroot.com/us/en/resources/tips-articles/what-is-social-engineering
https://www.csoonline.com/article/2124681/what-is-social-engineering.html
https://www.csoonline.com/article/2124681/what-is-social-engineering.html
https://ssd.eff.org/en/module/protecting-yourself-social-networks
https://ssd.eff.org/en/module/protecting-yourself-social-networks
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https://level-up.cc/curriculum/mobile-safety/
https://ssd.eff.org/en/playlist/privacy-breakdown-mobile-phones
https://ssd.eff.org/en/playlist/privacy-breakdown-mobile-phones
https://securityinabox.org/en/guide/basic-security/android/
https://securityinabox.org/en/guide/basic-security/android/
https://securityinabox.org/en/guide/basic-security/ios/
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https://protonmail.com/blog/what-is-end-to-end-encryption/
https://protonmail.com/blog/what-is-end-to-end-encryption/
https://ssd.eff.org/en/module/deep-dive-end-end-encryption-how-do-public-key-encryption-systems-work
https://ssd.eff.org/en/module/deep-dive-end-end-encryption-how-do-public-key-encryption-systems-work
https://ssd.eff.org/en/module/deep-dive-end-end-encryption-how-do-public-key-encryption-systems-work
https://signal.org/
https://wire.com/
https://briarproject.org/


















• https://level-up.cc/before-an-event/preparing-

sessions-using-adids/

• https://level-up.cc/you-the-trainer/golden-

rules-of-effective-training/

https://level-up.cc/before-an-event/preparing-sessions-using-adids/
https://level-up.cc/before-an-event/preparing-sessions-using-adids/
https://level-up.cc/you-the-trainer/golden-rules-of-effective-training/
https://level-up.cc/you-the-trainer/golden-rules-of-effective-training/
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